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Part 1: Web APlIs
and challenges for consumption
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Web APIs are ubiquitous

The number of web APls is
continuously growing

Enable programmatic
interaction with remote
resources

...using of existing, ubiquitous
Web technologies
(mostly HTTP + JSON / XML)

APIs are of great importance
for industry to create
application ecosystems

Focus on simplicity & flexibility
— few conventions or rules
(contrast with SOAP/WS-*)
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Consumption is challenging, though

4

String-based interface;
no type-checking

({
url: 'http://api.example.com/v1l/events’,
method: 'post',
body: JSON.

({name: 'WAPI \'17'})
}, (err, response, strData) => {
let responseData = JSON. (strData)

})

APIls are controlled by third-party
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Resampled latency in ms

Frequent changes

API Ch

52017 Twilio @ Large

Changed REST API: Available Phone Numbers™=Twilio

©

)17 Twilio ® Small edit
Changed Creating Tasks and Accepting Reservations: Accept a Reservation
using Assignment Callback Instructions - Twilio

©

17 Twilio @ Sm

Ch'anged How to Modify Calls in Progress in C# - Twilio [a]

Remote calls with varying QoS
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Opinion: Gap between practice & challenges and
software engineering research

stripe

4

Challenges

5

SE research

() twilio
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Part 2: IDE support
for checking web API requests



Specifications are central to support web API

consumption

= Specifications describe possible interactions with an
API — they depict the contract between client and API

= Machine-readable

= Various formats:

R
{-} | swagger ‘ 74‘4

OpenAPI
Specification

° .
o®. apiblueprint

» They describe...
— Base URL
— Endpoints (path template + HTTP method)
— Data required by / returned from endpoints
— Additional parameters (e.g. in query)
— Other constraints like headers, authentication,
rate limits...
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swagger: '2.0'
host: api.twilio.com
basePath: /2010-04-01
schemes:
- http
paths:
/Accounts/{userId}/Messages.json:
post:
description: 'Send a message'
parameters:
- in: path
name: userId
required: true
type: string
- in: body
name: body

schema:

Sref: '#/definitions/Message’

- in: query
name: 'retry’
required: false

type: boolean

definitions:
Message:

type: object

properties:
from: ...
to: ...
body: ...

required: from, to, body

Excerpt of an OpenAPI Specifciation




Overview of the approach

var getPicturesForTag = function (tag) {
var query = ¢ 1. Extract request

count: 10

+ '/media/recent'

Details: ICSE
Web applications

Thursday 11:00-12:30

16 console. log(response)

— = data flow
17 1

==p = control flow
18 }

2. Match request
against

specifications
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3. Report results

[ JoN ] @] instagram_example.js — ~/Development/apiharmony/apih-atom-advice

instagram_exa

API| Harmony detected 1 errors

1 var getP

; "3203: « Method "post* not found for path */tags/{tag-name}/media/recent”.

B }

5 var url = 'https://api.instagram.com/vl/tags/' + tag + '/media/recent’
6 var settings = {

7 method

8 url: url,

9 data: query (a)
10 }

11 sendRequest(settings)

12 }

13

14 var sendRequest = function (settings) {

15 S.ajax(settings).done(function (response) {

16 console. log(response)

17 1

18 }

File O | Project 0 v Nolsst LF A 1deprecation UTF-8 JavaScript ¥ master [#]+21 3u

[ JoN ] @] instagram_example.js — ~/Development/apiharmony/apih-atom-advice

instagram_exa

API Harmony approves of this request

1 var getP

; Vazog: Matching OpenAP| Specification "Instagram® found.

4 } . path “/tags/{tag }/medi .

5 var ur « Method "get" for path “ftags/{tag: )] B !

6 var se « Allrequired query parameters are present.

7 meth « Payload is in the right format.

8 url:

9 data: query (b)

10 }

11 sendRequest(settings)

12 }

13

14 var sendRequest = function (settings) {

15 S.ajax(settings).done(function (response) { ||”||||

16 console. log(response) ||||!:ii

17 } I”I

18 } Il' '“
File O | Project 0 v Nolsst LF A 1deprecation UTF-8 JavaScript ¥ master [#]+21 3u [un]]



Example: Request to Medical Lab Inferencing Service

Video: https://youtu.be/8IJKs7rM|Jl




Many research opportunities

10

Generation / maintenance of

specifications

— From dynamic traces [/7] or via

proxies [21]

— From documentation
— Through code annotations [b]

Static checking of code [8] [this

work]

— During development
— On existing code bases

Automatic testing of APIs

©2017 IBM Corporation

24 May 2017

Mining API usage
— How are APIs used in the wild?
— Lessons learned

QoS measurement & mitigation [12]

Emerging API paradigms

— GraphQL / Apollo (Facebook,
GitHub...)

— Falcor (Netflix...)

””H“
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@apiHarmony http://ibm.biz/apiharmony
http:/lwww.apiful.io
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Discussion points

= Why has web API consumption barely been subject of SE
research?

= And how can we change this situation?

= Which existing SE tools & methods from library APls can be
used in the context of web APIs?

il

1L

[l
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Detect inconsistencies between analysis results
and specifications

swagger: '2.0'

{ .
info:
"request": { .
"data”: {} host: api.instagram.com
. o . basePath: /vl
success": "JSFunction’,
schemes:
"error": "JSFunction",
- https
"type": "GET",
"url": "https://api.instagram.com/v1l paths:
o . e ;<$ ? g Lt g$> ’ /tags/{tag id}/media/recent:
ags global#tag
/media/recent " get: L .
description: 'Get recent media for tag'
} } parameters:
Example data produced by analysis
responses:
Procedure '200"
1. Find all specifications that match base URL schema:
Sref: '#/definitions/Message’
2. Check usage of schema definitionss
3. Select specifications that also match path Message:
4. Select specifications that also match method Eeze chiEst
] . properties:
9. Determine whether URL contains AR
* to: ...
6. Determine whether payload matches the required body:
schema* required: from, to, body

Example specification

13 ©2017 IBM Corporation 24 May 2017 . . . . .
P Y * If multiple spec-path-method triples match, consider least demanding requirement



System context: APl Harmony - find, learn about,
and use web APIs

[ Q ] usages in open source projects.

Request Responses 20

JavaScript + jQuery Found media resources (without likes information) in a given

area

Welcome to APl Harmony! S

& API Harmony ::async": tr.‘ue,

true,
api.instagram.com/v1l/media/search?14

Find APIs: AP1 Harmony curr

APIs.guru, from crawling the Instagram

searching above! | n Stag ra m “access_token": "REPLACE_KEY_VALUE"

API Information
}

Learn about APIs: AP| Harm¢ Characteristics & Relations Base URL: https://api.instagram.com/vl

$.ajax(settings).done(function (response) {
Instagram is beautiful console. log(response) ;

Usages on GitHub N; Top response fields

Contact URL | External Swagger URL | Documentation

others use APIs in their applin StackOverflow questions

Use APIs: API Harmony cont -\

GitHub projects using it, and Parameters °  data (used @ times)
! { DOWNLOAD OPENAPI SPECIFICATION... }
. QUERY o responserext (used @ times)
Endpoints
. 1at - Latitude of the center search coordinate. If used, . data.1ength (used @ times)
. . . ata.len
CTRAARIEC X Characteristics & Relation: ‘Ing’ is required. (used @M times - setto {latitude} ¢
LOCATIONS @@ usages O times [1] [2] [3])
MEDIA @ usages l
E . 1ng - Longitude of the center search coordinate. If

COMMENTS @ usages used, lat’ is required. (used @ times - set to
LIKES @ usages {longitude} @ times [1][2][3])

Y - v
TAGS €D usages
USERS @I usages | Encryption scheme: HTTPS _|PI: Instagram

http://ibm.biz/apiharmony
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System integration & developer work-flow

APl Harmony

Specs. . Specification |extracted | Static code

OpenAPI <
checker request analysis

Specifications

GUI API

API search & Endpoint 30“‘; ce report
recommendation search & Snippets coae

°oe roquest_medicaliab s — (Users witernyDevelopment/apiharmony aph-atom-advico

request medical abjs — [Users witterni Development/apharmony/apin-atom-adice

apih twilio e AP Harmony approves of this request
Twilio Twilio: GET /Accounts/{AccountSid}/AvailablePhoneNumbers{m.

- Twilio: POST /Accounts/{AccountSid}/IncomingPhoneNumbers/L..

Msching OpenAP Specication Medcs L3 frencing Servce” found

r baseUrl = *https://watsonpo tglabs. vices/medical_lab_infe e e U

Twilio: POST /Accounts/{AccountSid}/IncomingPhoneNumbers/M.. el ik o

Twilio: POST /Accounts/{AccountSid}/IncomingPhoneNumbers/T..
Twilio: DELETE /Accounts/{AccountSid}/IncomingPhoneNumbers..
Twilio: POST /Accounts/{AccountSid}/IncomingPhoneNumbers{m.
Endpo Twildo: POST /Accounts/{AccountSid}/ST ntiallists/{C.

Twilio: POST /Accounts/{AccountSid}/SIP/Domains{mediaType

acteristics & Rela . _
Twilio: GET /Accounts/{AccountSid}/Transcriptions/{Transcr.

Retur of all AvailablePhor er si urces for your account by ISO Country. For full information about our phone number
support, ur Phone Number > . /rates/international-phone-number-rates.

console. 1og(data.

console.
- L] o
= module. exports module. exports
e makeRequest: makeRequest makeRequest: makeRequest
)

Start Edit

dev code
15 ©2017 IBM Corporation 24 May 2017
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